
Stanford, September 2015 

SEP Data Agreements 
 

Regularly, SEP enters into contractual agreements with various organizations to license data 
(most commonly acquired in the field, but sometime generated on a computer); access to 
these datasets is essential to achieve SEP’s research goals.  These agreements are legally 
binding on SEP and Stanford University; therefore, the terms of the agreements must be 
adhered to carefully and thoroughly. It is essential that all SEP personnel be aware of the 
following policies and of the attached School of Earth Sciences policy. 
 
 
Data Provided to SEP 

Companies often provide SEP with seismic or other data for testing of methods developed in 
our research.  The availability of these data is ALWAYS attached to agreements that are 
negotiated and signed by the SEP Director and Stanford’s attorneys.  We MUST adhere to all 
of the requirements of those agreements.  It is the responsibility of all SEP personnel using 
those data to be aware of the specific requirements attached to it. 

Examples of such requirements are (1) that we cannot (or alternatively, must) mention the 
name of the company that provided the data, (2) that we must not give any information 
that reveals the location at which the data were obtained, (3) that we cannot send copies of 
the data to people outside SEP without the expressed written permission from the company 
that provided the data, and (4) that we must give that company an opportunity to review a 
draft paper about the results of research that uses the data prior to submitting the paper for 
publication or making it available to other companies. 

Before starting to work on a data set, make sure to read carefully the associated License 
Agreement. This can be often found online together with the data set. If it is not online, ask 
for a hard copy to either the SEP Director or the SEP Administrator.  

Sometimes students have opportunities, through their own contacts with people in industry, 
to obtain data from some company.  When ANY SEP individual receives such data, it is 
important to realize that SEP is the actual recipient of the data; therefore, SEP is bound by 
any and all agreements related to the data.  Therefore, whenever any personnel have the 
opportunity to receive such data, it is essential that the SEP Director be informed about it 
and that the SEP Director sign all agreements related to the data.  Likewise, no SEP 
personnel should receive data from elsewhere without a written agreement that governs 
requirements related to the receipt of the data.  If you have an opportunity to obtain data 
from an outside organization (including software from other universities), you should bring 
this opportunity to the attention of the SEP Director. 

 
If you have any questions about the above information, please get in touch with the SEP 
Director.  Otherwise, please sign below indicating that you have read, understand, and 
agree to honor the above policies. 

 

 

SEP member: _____________________ 

 

Signature: ______________________________                 Date: __________________ 
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Security policy for confidential data acquired from a third party for research purposes in 
the Stanford School of Earth Sciences. 
 
Appendix  
 
Last revision October 2, 2014 
 
Additional file servers approved for storage of confidential research data in the School of Earth 
Sciences: 
 
Server Name and 
Description 

Location Manager Access controls Backups 

Sherlock Stanford 
Research 
Computing 
Center 

Ruth Marinshaw 
ruthm@stanford.edu 
 

Kerberos login 
required, soon dual 
authentication.  
Standard Linux 
permissions limit 
access to any 
directory to SUNet 
IDs in specified 
group. 

Copies to other 
servers 
managed by 
SRCC 

Stanford 
Exploration 
Project compute 
cluster parallel 
file system. 

Mitchell 467 - 
locked computer 
server room. 

Bob Clapp, 
bob@sep.stanford.edu 
SEP, Geophysics 
Department. 

File servers 
connected to 
separate internal 
network for access 
by compute nodes 
only. Not visible to 
internet.  Standard 
Linux permissions 
limit access to any 
directory to SUNet 
IDs in specified 
group. 

Copies to 
additional 
disks stored in 
locked 
computer 
room. 

 
 


